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4.13 Q@Iu%’aLauaﬁadﬁﬁmmévﬁawwﬁﬁﬂwaummﬂéﬁumsu?mﬁmmﬁmé’% V3008
JPUULASETNE Yi30UTMSIANTSQUasTUUAMNUaanieasauna v3eU11snwseuy
P3UIBRUU LAN Uag WAN vsatsainwseuuamnulasnsieansaumea

4.1 favenafeudufiifiuszaunsallunisuinisdansiinds uiequassuuiaiedie
YIBUIMITIANTSALaTEUUANNUABAEaTAUMA Y3858 UL Video Conference
W39UNTITNITLUULATEYIBULUU LAN Uaz WAN wSatngeshwssuuaulaonss
ansauwa lnedosdinanufnan eghees 1 dyan Jefeslinanudoundsliiiu 5 9
Lagdyar191u 500,000 U™ %ulﬂﬁué’?ﬂLwi"iu?juLaﬂmﬂm;}lauaﬁméfaqﬁﬁwLm
NIF05UTDINANIUNTDA LT Y Y LERS

4.15 gauesimsasillulseniatlodns (Certificate) duiueeeos 2 AY IGELEREY
USEaUNITAIAIUNITVINNUIZUULATENERE1SUBY 3 U 1w Cisco Certified Network
Associate (CCNA) %58 HP Accredited Technical Professional (ATP), Accredited
Systems Engineer (ASE), Master Accredited Systems Engineer(MASE) #38
Usznallotnsgunsaitieatuiadetng wieusemadodnsiuiniotnedug nieu
NANFIUANITIUALLDEN

4.16 Q’éu%’mauaﬁaummsm%a anuiuaziuasinsdniffaseldinsuasazain ndey
UseiRvszaunsaivesiinanusnwionluiududoaue

5. yaansadusulasenis

fiudouadosdamuyaanstidniuanulasenis dsil

5.1 §3nn13lasenis dinsAnwegsla Iy ninunauines wIsanwfiieades
uazdusraumsailunudussuuinietislitdosndt 5 U $1uu 1 au sisdfBudoiaus Fesduuans
690 U1 Uszaunsal waendngnluiududeiaus

5.2 &:JL%EJ’J‘UWQJ,G’{’]Uﬂ’ﬁaﬂé{IQ Un3asnwszuunIedng din1sAnwegelaeusygy1nsanu
reufmeseaviiisndes uasliusraunisaluaranudiungiussuuaietelitesnin 3 ¥
Sruauegetes 1 au VelfBudeiaus Fesduuansmede UseiR Jsraunsaiuasvdngiuluudy

YoLAUD
6. AMANBL
6.1 gunsaitlesiuiadatnenoufinmesd (Firewall) $1udu 2 13es Hauaudined
6.1.1 L"fJu’ég‘Uﬂ'mf! Firewall w1l Next Generation Firewall wuu Appliance fiflszuu
Uszananawuu Dual processor Wawinuseansawlunisinay
6.1.2 31 Firewall Throughput litieenan 47 Gbps
6.1.3 fiveadousoszuuiaietng (Network Interface) WUy 10/100/1000 Base-T $u7u
Liifounin 8 9e9 wariivoadousaszuuiniotneuuu GE ¥ia SFP s1uauliesndn
2 9409 uArYouToUADITULIATOTEUUY GE ¥l SFP+ 10GE srunulitesnds 2
%494
6.1.4 1 10G SFP+ Transceiver Module Litiasnin 1 4 dwsulad SFP+ 10GE Port
6.1.5 sasfunsiinvensdeadeuressuuindetnouuusnag Tnefisuau Slot ludesndn 1
slot Tneanunsasessu Module faidldluounan

So 0 T



Module ¥1in 8 99 GE Copper
. Module ¥iin 8 ¥4 GE SFP
Module ¥ia 4 %89 10GE SFP+ fiber
. Module ¥iln 4 ¥89 GE PoE+
. Module %1in 4 %93 GE Copper LAN bypass
Module %@ 4 port 2.5 GE copper PoE
6.1.6 dszuunsisdeunazlasiunisyninguuuusineg egraoy #s#l DoS, DD,

o

P N N o W o

portscan Judula

6.1.7 5993U Power Supply WUy Redundant %38 Hot Swap

6.1.8 @130 Dynamic Sandbox Lﬁaﬁadﬁuﬁaaﬂmmw Zero-Day ses5ulwauszinm
exe, PDF, doc, docx, docm, rtf, ZIP, BZIP, GZIP, RAR, TAR way 7Z, Microsoft
Cabinet Iduseeio

6.1.9 1l IPS Throughput litiaanin 10 Gbps

6.1.10 il Threat Protection Throughput litleeni1 7 Gbps

6.1.11 @m130%11 SSL/TLS Inspection ag13uae 2.4 Gbps

6.1.12 @nansasusuunmsilensiondouiu (Concurrent connections) litfaandn
12,000,000 Connections wazaninsasuswunisidonselval (New
connection/sec) Litaen31 186,000 connection/sec

6.1.13 { Storage Tumsiiutuiindeyauuu Solid State (SSD) vwalaidosndn 240 GB

6.1.14 awnsavimidifu DNS uay DHCP Iilusngunsal

6.1.15 anunsamuaunisiildauivledau Category 16 Inefigiudoya URL Filter
database lsitloanin 92 categories

6.1.16ansavNseuAuUenmALATY edesiunsldnuuennaindy Tnesigudeyalyl
Tounin 3,200 LoWWALATY

6.1.17 @W150732980U Email HugaInie SMTP, POP3 uag IMAP 14

6.1.18 aansadeosiu Spam waz Malware g

6.1.19@3n3501099%d (TLS Encryption) uuluslaaea SMTP, POP way IMAP ¢

6.1.20 aunsadesniunislani Web Application (Web Server Protection) lagyingulu
SULUU Reverse Proxy 1gared]
- SQL Injection
- Cross-site scripting
- Cookie signing with digital signature
- Path-base routing
- URL hardening and Form hardening

6.1.21 5935UN"9¥ Synchronized App Control iiie identify, classify wag control
LLawwaLﬂ%uﬁlﬂiifﬂlﬁﬂgq Windows uag Mac wenwaindu

6.1.22 @113073299U Virus, Malware, Trojan tag Spyware vuluslaaea HTTP/S, FTP

way Web-based email 141 PC\;@mﬁ ) QXS;H %f/ ijg]///
J /



6.1.23 es3uMsdoansiusening Firewall fugunsal Endpoint tedrinmaitldnues
Endpoint lidvaenseluinietis (Security Heartbeat) 14

6.1.24 @1un30vi1 VPN LU Site-to-Site VPN ilm IPSec uag SSL Iiduagratias

6.1.25 @11150%1 VPN LWuU Remote Access 399 IPSec, L2TP wag SSL Ieidusgatias

6.1.26 aunsavi1 Clientless VPN wuu HTMLS titelden RDP, SSH, uag VNC 16

6.1.27 @wnsavinnistudusiau (Authentication) 391U Active Directory, eDirectory,
RADIUS, LDAP wag TACACS+ lalustetoy

6.1.28 5995UNM5¥1 Clustering WUU Active-Active %139 Active-Passive a1

6.1.29 anunseasisenulaniglugunsallaedl On-box reports uaga11Ta custom
report 19 819 Applications, Network and Threats, VPN, Email keg Compliance
(HIPAA, GLBA, SOX, FISMA, PCl, NERC CIP v3, CIPA) siduseetios nisanunsa
wwegUnsaineuenlunsasueenula

6.1.30 ansaUImsInnisaunIaliuuAugnan (Central Management) 61uvng Cloud
Firewall Manager Iaganunsa Backup Configuration HaTEIN1909 189 UUU Cloud
Ialdtoundn 30 Fu

6.1.31 @10150MUUARNEUTNTIANNT (Role-based administration) e

6.1.32 lasun1ssuseansgiumulasnss (Certification) il CB, CE, UL, FCC, ISED,
CCC, waz RCM lewduaenatian

6.1.33 gunInifeaiinssulssiuasingesnwladesndn 1 1

6.1.34 fauedasldFumsussiilidumunusimineanidveswansas viodumy

IUBN RS UNITUAIRIUTEIUSENA LN

6.2 gUnsaiinTetinedossndn (Core Switch) S1uau 1 yn HauaudRetatosdsdeluil

6.2.1 \Ju Layer 3 Switch fifluna Switching Capacity laitipeni1 200 Gbps uagil
UsgBnSawlunnsdsrinudoya (Forwarding  Rate)  wSanisviaufindre/vde
wilour) latpeni 150 Mpps

6.2.2 dvtawAnudnan (Memory) aualitosnin 8 GB waxdl wileAus (Flash
memory) vualitesnin 16 GB

6.2.3 \fugunsoififinesm 1 G Ethemet wuu SFP Fiber salliitfosndn 48 vas nioufy 1
G SFP Module Lfiuvn Port

6.2.0 \YugUnsalfifiwesn 1 G Ethernet uuy 10/100/1000 sallsitfosndn 48 vos

6.2.5 \ugunsaififiwesn Uplink Ethemet wuu 10G SFP+ sailaitfosnd 16 vaq

6.2.6 qﬂﬂszﬁﬁdwmmmiaﬁw High Availability %39 Clustering @28 Bandwidth 2l
#ounin 450 Gbps

6.2.7 s993uUszuUTElN g1etfon 2 4n (Power Supply) Weyalayaniludeyafindados
amsoauldund wazanunsanendsuldlasssuudesihnuldedgsiaiios
Snludia

6.2.8 s9s5URinausEUIBANLTeustetion 2 4a Tannsanemdsuldlurngyiay

6.2.9 auayuIIuIL MAC Addresses liitfandn 32,000 Addresse . _
5 - . e 0%/
B R AL



6.2.10 aﬁuaqumﬁvﬁﬁﬁa (Link-layer cryptography) MACsec Wuu128-bit encryption
Algorithm 1@

6.2.11 aﬁf*uayum'ﬁﬁﬂ{nuﬁugm@fwﬁawﬁ RIP, OSPF, 802.1X, VRRP, PIM, QOS, Policy-
Based Routing (PBR) 14

6.2.12 @11309%11 Port Mirroring (SPAN), Remote Port Mirroring (RSPAN) 161

6.2.13 s995UN3ld SSD storage vunalitiosnin 120 GB la

6.2.14 5995UN15V Multicast DNS (mDNS) 161

6.2.15 995UMIUTINAUTONALIS Software Define Network @78 Software-Defined
Access (SD-Access) 191

6.2.16 awsavituiuszuu Wi luussmelveiuy 220 VAC, 50Hz 19

6.2.17 gunsalfpalimssulseiunasingesnuwladesnin 11

6.2.18 gUn3nlfDeIUNNTSUTBWINIEIU EN uaz UL Wuedreiday

6.2.19 U'%‘t?!wﬂﬁﬁ’]Lau@axﬁaﬂé\’%ﬂﬂm,wiaé'iy’qasmlﬂumaﬂﬁ”Luﬂ’ﬁ?juﬂszagamuﬂ%gqﬁmﬂ
Ueniduuidvanan YDIUTENEHAR fisvaludsemalng win

6.3 s2uuluN15MII9c0ULATEUNY (Software Network Monitor) 31u3U 1 szuulinanauUn
agnetioesaneluil

6.3.1 Ae@NTNTILUIMTIANIT MTONTIAEOUNITYINNUgUNTel IneAsauAquaUnsal
\wSevnpaIunatvetefnsnddudamnliidusgetes  (sneaziBuaniy
AARUIN 9.)

6.3.2 @11307533a8UN3 18U Bandwidth, Uptime watgunsalluiasaviele

6.3.3 @11130v1N"3 Discover Aumgunsaliasevelauuudnlulia

6.3.4 @NU1TONTIFDUNSLTU Network traffic Taesoa5un1¥inaIusIuay AP, WMI,
SNMP Tailuegnailos

6.3.5 @111303895UN1TVINUTINAU IOS App, Android App, ag Mobile Web GUI ¢

6.3.6 AUNTOUIAADUNIUNIN Email, SMS, HTTP request, exe, script uag syslog Lol

6.3.7 Software ﬁy’wmmmsm‘mwuﬂwalé'fizuuﬂg‘jﬁ’ams
Windows Server 2016, Windows Server 2019, Windows Server 2022 or
Windows 10 or Windows 11 #38g4ni1

6.3.8 TUsunsudansuazudumsiasetnadesanunsadanisaunsalindounslag Aatfuayu
N3l Simple Network Management Protocol (SNMP) Lag@unsadnnng
Management Information Base (MIB) 14

6.3.9 aw15014 U Web User Interface tfiali network administrator a@snsadndasyuy
Tnerue Web Browser vialule

6.4 N13Un3e3nwLBetasiu (Preventive Maintenance : PM)
Juedesinistigeinuigunsaliniedislulasanisi saufsguasaitiestuiaietie
Aawinmes (Firewall), gunsalindetefioansvdn (Core Switch), gunsaliedovnsnszansdnyaal
oy (Access Switch) Tuusiazdu, gunsaiinfetrenszaredyamuuuldans (Wireless Access
Point) luusazduratesdnisadsdudn (ssaziBoamunianuan 2.) eg1atios 3 Lieusio 1 ASa
y3elaitiorndt 4 afutod luszozinan 1 U lasfveandeamathadnm Fteluil

Sels oy



6.4.1 asIv@UAnIUNTITAYIIIUYRIgUNsal Firewall, Core Switch, Access Switch,
Wireless Access Point wazanmanedyuunfeudasenitegunsallviegluann
wSaulgau

o & ' < : ) v B v ¢ & &
6.4.2 AALAUA Conﬂguratlon LLagaqsaﬂcﬂ'ﬂHaLWaﬂ’lﬁf]ﬁgUUQﬂﬂimLﬂﬁasﬂfla Q‘Uﬂim

Firewall, Core Switch, Access Switch, Wireless Access Point Lﬁaﬁﬂﬁizuu
annsadenfudeyaldogreriag

6.43 HszuunsI@auNTIuTEULATOUIY lagau1s0nsIvdeUAn uEYRIgUNTnl
\A30U8 Core Switch wag Access Switch lakuuisealng uavaiunsoudaiauniy
yn3 Email WetRnsmsaiiieunfivesgunsal

® p519apuUNslEUN Bandwidth, Uptime vasgunsadluiesotngle

® »579FRUNNSIYU Network traffic lagsaasun1s¥inaIusIuny AP, WMI, SNMP g

Jueeelos

® N3 Discover AumMaUnIalinIavIelaluuanlul

® S835UMIINUTNAY I0S App, Android App, Waz Mobile Web GUI 1t

e aunsndansgunsaiinietnelag fatuayy

® s5lU9u Simple Network Management Protocol (SNMP) Lag@ansainnis
Management Information Base (MIB) ¢

® awnsaldiu Web User Interface el network administrator @u13aLY10s
seuulpgrunIg Web Browser TluUld

6.4.4 hauazengunsaliaiedny wiaugunsaliens Wavenseuses agluaniniily

uléf wagnmvdeuanmndeutasanuiinndgUunsaiiniatne

6.45 davisienumumiulasndevesgunsalszuuiesedne Firewall lasuandliiiiugs
nslesiufeanauluseuuleiuasann Virus, Malware wae Threat lngldinalulad
Advanced Threat Protection ttelifufiswgfnssuvessfoanauimaniu uagm
wuwavnenmsunlatgm

6.4.6 davheaunsldann Bandwidth vesgunsaliinnideuse lnsuansTuiaues Traffic
in waz Traffic out Yasnsldnulunsazifou

6.47 dnvsenunan1sUngsnwy lasasusigasiden wiendulidaausuuglunis
UuugesruuiIetieneuiinesves and. slusednsam

6.48 InviseaunisldnuszuuaIeadi Usenaume n1sldauluguiuy Unicast,
Multicast, Broadcast itag Collisions wEouTa wanq ARP, Spanning Tree LLaz"UJaga
317 Ul Core Switch wag Access Switch Wipthunlinseidamassszuuadetie
[

6.4.9 ayunealusunsuitlden (Application) uazgldan (User) angluiefetegean 10
susiuusnuugUnsaldasfiunievieneuiiunes (Firewall)

6.4.10 dmisenunisidaugunIsissuunIettenseatedyganuuliany (Wireless
Access Point) Usgnaunae SSID, Signal (dBm), Radio, 31131 Client ﬁl‘ﬁxﬂu, 9499
Uué’wmmmmﬁ Channel 7 2.4 GHz uaz 5 GHz, Mode ¥8I1195§IUAITHINU
yosszuuzeteliane IEEE 802.11 Protocol Mldsuvesgunsal, Maximum Rate

S

G 3 y%



3

Mlunsoumasening Client wag Wireless Access Point WWaulu13LASE

a

Ussansnmiaslgymassssuuiaietienszanedygnunuuliasla
6.4.11 AvT18UNTIATIEN wazUseiliudsedniamnisiauvesseuuaiets Tugy
NS 9 1 9e Wi eea. angly 15 Tu duudiunlaaniunisluisas

ASIAESS

6.5 m‘sﬂ’]gﬁ%’ﬂ‘w’lLLUUGti@ﬁJLLGU@JLLfﬂﬂJ (Corrective Maintenance : CM)
Aviesasinnsunssinsuuudenusauilugunsalintetielulassnsi  siunsgunsal
JaanuLAsevneAaURLAes (Firewall), aUﬂimmiamaaamwaﬂ (Core Switch), aunsalASaINE

3

nszanedynnges (Access Switch) luusiazdu, guUnsaliAIavIense e dyyrnnuuliany
(Wireless Access Point) luusiazdutasosdinisndsdud (:easBoamunanuan 4. yudsgunsel
Afsndesfunisihauvesgunsalindetignunianuan ¥. (WU @ LAN Ailieusioain Access
Switch 1183 Wireless Access Point wazane Fiber Optic fiidiausaain Core Switch 1183 Access
Switch Tuusiagtu wagdug) lusvesinan 1 9 lnefissandenmstngasnum feteluid
6.5.1 IUﬂsiﬁﬁqUﬂmjLﬂ%miw Firewall, Core Switch, Access Switch, Wireless Access
Point lianunsaldaulamuund guiededniunisnsivasy deuuauuily uas
Wasueglnatuduiis iy Lﬁ@lﬁ@ﬂﬂiiﬁﬂ%ﬂ’lﬂ Firewall, Core Switch, Access
Switch, Wireless Access Point @unsaltauladniuunfnareg19iiussdnsaiw
Fadu Insdnoulddesdoaldinsla @ fufuraensseznandyan
6.5.2 Iumajqﬂﬂmim%mha Firewall, Core Switch, Access Switch, Wireless Access
Point %?aﬂfumumaaqﬂﬂiaﬁm?aﬂw Firewall, Core Switch, Access Switch,
Wireless Access Point \@gu1e nislianunsaldulaniuund winasiadeunuin
Wnanuandnatiinagiinuugunsaliaiatie  Firewall, Core Switch, Access
Switch, Wireless Access Point #3852 UuU{URAN5%aNLIS (Hardware/Software)
Yosndndasi vsoiinananuianaiavesuneivilisz uuviegunsalidevnefny
ﬁﬁmsﬁmﬂuﬁ%’uﬁmauLaqﬁy'wm
6.5.3 I‘LJﬂSELI‘VlLW@‘UW%@Q‘U@Q@UﬂimLﬂimﬂEJ Firewall, Core Switch, Access Switch,
Wwetess Access Point LAMA1A Bugs W84 Software wmmﬂﬁmuaaﬂuaﬂmm
\M58918 Firewall, Core Switch, Access Switch, Wireless Access Point Q;IJ“UWEJ@@J
Upgrade Software %30 Firmware 78u Version Il iieuslodamilinty was
Lﬁ@lﬁ@ﬂﬂiﬂhﬂ%@‘lﬁﬂ Firewall, Core Switch, Access Switch, Wireless Access
Point ansaldauldmuuni seiflunns Upgrade Software w3a Firmware 7Ly
Version 1uaifanan @J’ma%é’aqLauaLmem@i’wLﬁumiLLaﬁmswﬁmamwuﬁma
Antwaualy ona. Farsanliamuiureuneududidumaynads
654  lunsdlidvemdnsdnsilaeenszuuyfufnisvislusunsuaiuilatedninie
AUANTB (Security Patch) HY18agfaaniiunis Upgrade Security Patch Tviuen
@59 wazanunsaldauliegeauysal il Tunns Upgrade Security Patch fanan
i{ma%é’aaLauaLLu'mwﬁT']LﬁumiLLaz’iLﬂswﬁwaﬂswuﬁafml,ﬁm%yut,auaw oA

fansanlinuiureudoneuwsudiunsmnass raenszeznadya) ﬂ,/

3,,@3«[ O
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655 ofd. @wnsavesumuUInmmumAtaNIuNIg e-mail vselnsdunilalaglidnnn
$ruruadnaon 24 dalumnu neenszeznandyy

6.5.6 luﬂiﬁﬁgﬂﬂiiﬂm%aﬂhﬂ Firewall, Core Switch, Access Switch, Wireless Access
Point w9 aad. lindouldauniuund fuisfesatuayuninundouldaui
Hardware uag Software lag aad. aunsalenlduinisunseinw nniunaen 24
Flus Tnglifaadoaldanelag india rasnssosinandyan sauredansonds
Py e-mail v3elnsdnt Wiunesunsu uazuedomeundunielu 1 42lus
Fudaudnafildfundennn eea. nadifursfinnsanvadadesiiAiatugingn wn
anunsawndgymwuunisiinfesseglng (Remote) Lo guneneaunlaligunsed
W38 Firewall, Core Switch, Access Switch, Wireless Access Point 989 aAd.
woslFernldmuuniniglu 4 dalus duksnailduudann ena,

6.5.7 vnguieinsanudrildansawidamiuvunsidnfesseslng (Remote) 1a fune
Foudrunsanasuuarliuinisnisluituiifndsgunsel ar drinsuves emd. (on
site service) ngluszasiaan 4 F9la dusaudinafildsuudenn ora. Tnefane
sgaosenulymanudizaunniesvesgunsaliaiotiy Firewall, Core Switch,
Access Switch, Wireless Access Point 999 9Ad. ﬁLﬁmeLamauaLmeqmsLLﬁqu
Tayanudrgaunnsesvesseuu i ona. fiansan

6.5.8 Iuﬂsiﬁﬁqﬂﬂﬁiﬁm%aﬂw Firewall, Core Switch, Access Switch, Wireless Access
Point 104 oAd. TrgaLdevneliannsaldolitimuanielianusalfaulilugdoud
d1fysie ond. Juiedssosnniunsgeuusuuily w’%amﬁlau%umw%%’mmqﬂﬂiai
dsomaunuiifinunmiisuimsefinidy ielvigunsalindetne Firewall, Core
Switch, Access Switch, Wireless Access Point %8¢ aad.agluaninldanulaniuuns
angluszeziig 8 Halus duwdnandldfuudsan ena. vieneluszezinardulad
aAd. MviuAlVimuAIVINEaY

6.5.9 Iumﬁﬁqﬂﬂizﬁlﬂ%mﬁa Firewall, Core Switch, Access Switch, Wireless Access
Point w4 ana. S1gadevneliianunsaldauldluduilidfasio ena. furodes
LauesTezaInIsuiluaugIgaunnsasauwdasaly ena. Aensunliaiiy
ureu Fefaneazdosiifunsmuununudinanludoiase

6.5.10 ﬁ%wéfaﬂﬁﬂiﬂHﬁﬁuﬁiyﬁ’lﬁl,ﬁﬂ‘ﬁu sufdtnsuazduneunisufletymiiistulag
azidem lugluuuvesenaisias File  doya uf eaad. avglu 7 Juvhinislae
SNYALLDUAVDITIENU DY NUHBIUTLNBUMEY U LhU U ﬁLﬁmi‘ngm, SNUaLLRYN
u,azmﬁmeﬁmmmmﬁmmﬁLﬁmﬁﬁu, WBasudlelam, wuamensUesiudym
Dusiu

6.6 n1sasIREBULATdITIATEyaLlaUIMIsTanIIMIneInstayastuuiTetensuRAes
(Asset Management)
fuiefosinmsnnaaeunazdinateyaiiieuimsianimineinsteyaszuuiaiotne

ARNINES Hunedpsiniiunisee1dtes fall
2ls ¥ o oot
\ 7/
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6.6.1 Uiuuugudeganzifouusziassuuindetisnouiamesuaznisionlesssuy
LA39T18ADUNIADIUDY DAF. NTENTNNIMIYEY UAZARIAUAITUYT UazARIFUA
wg sy ilulagtunaendayan TneflsreaziBeneadonseil

° %@qﬂﬂiiﬁ, §%o (Brand), Version 05 ﬁamﬁ’q, JU (Model), Serial Number, 31174
Port , amuﬁs’?m@%, IP Address, wmmamﬂgﬁwﬁ

6.6.2 VTwmaﬁﬁ’mLLasU%’UﬂqqﬁaLmum‘wmmizuuLﬂ%@ﬁdwaﬂamﬁ’;ma%ﬁy’wm IF
s19azidun uansds iadesneufiatnesuiiing, gunsalialedonoufinnes,
audyod Fiber Optic, a@1edaygis UTP, IP Address, Subnet mask, IP Gateway
uaz DNS Server sislugduuuionansnimd uazionansdidnnsoindfiannsoudly

Usuuglilidulaglunaendyan essdunnunianin n) Suaulivesnii 2 ya
FaN1AUADUE

6.7 Hauanadeinisisnsssuuihwiaiulasads gunsaldesiuinievigneuiinmes
(Firewall) Tneidoules Whivgunsainsenevesdinauldansenswmialed siutegunsalinsedny
neluretoifnIsAasdum

6.8 fhauesImreninsAnAsgUnsaliaTetgdeaisudn (Core Switch) lnaenlesludsgunsal

L
[

Access Switch lagrinuanedayayias Fiber Optic Wdmndunielussdnisaadusi

6.9 HAUBTINIABWIINITAARLENALITAIIVADUITUULAS DU UULATES Server  NBIANTT

14

AasduAladam3suly LB UINITTANITLALATINABUNITYINIUTDIRUNTAIAS DU BVIINNAY DY

v a

DIANISABIAUA

6.10 Safinousuminauesdnsaddudn sgados 3 au Tneiibemsedl
6.10.1 m3fnsauarisnismesngunsaiilastueietneneufinmes (Firewall)
6.10.2 Mm3fnsauariinisisngunsaiinietnedoansudn (Core Switch)
6.10.3 NIATIVABUILUUIASBIIBABNRILABSMETaNALIS (Network Monitor Software)

6.11 MVUANISEUIIAN 90 T YULATULEUDIIAN

7. 52829810 NIUNS
nwlu 60 Fu dudnaniunasunuludygn

8. N1sRTULAZINAST lUNSAAFY

Atauesinveliguantinuiivuall wasiionaisndngiunieg ATUTIURINT oRa.
AUAlULENANTHI1L ASUNTITRAITAN TAEN1SHANSUNNISEUTDLEAUD aRd. AzRa1snanaulaely
PANLNUINIIATIL

9. iU Fuiiavau
dinwalulagfava
10. AURUANITEINBU

cﬁmaé’faqoﬁ’wLﬁm'}uLLavdqmamnuLLﬂqaamﬂu 2 90 fail

379 1 Aueaiuulazdwesunu nelu 15 Ju dudaand mﬂuaqgfm ”\‘1



®6)

- AU UIAYLAT AN UL UNITALEUNUYBILATINITANDD 6.1 — 6.10

a0l 2 Auefniusuazdaeuanunigly 60 Ju duiaaniuasunuludyyn il

1) fuiflunudweugunsaiinietisdearsvan (Core Switch) wazgunsnitiasu
\A39918ABNN AT (Firewall) WiaugansLIINTIAE0UTLUULATEUNE (Network
Monitor Software) muwa 6.1 - 6.3

2) Fuilunisdwweuaedviavenduasildlulasenstoun

3) sidumsinssgunsalieietnedeavinuazgunsnitiosfuinieteneufiames
LarONALITNTIVADUILUULATNY AINTD 6.1 - 6.3

4) pudunsineuTy AU 6.10

5) AaNHUNITAIUDULENAITTIEIUNANITAL T W%@M@jﬁ@&hﬂﬂﬁlﬂlm‘ﬁad Y
19 6.1 - 6.3

11. Roulvlun1sdnszidu

DIAMSARIAUAT FzUUINsTeRumnadu 2 vin lnedfisneazidun Al
9091 1 9119 RTwInieray 20 ve99dumudynyn Wedvieladaweuaumni 1 uay
ANZNTIUNNTT WYN13M3295UgNABsATUIIUR BUToE I

9991 2 reAdsduiuiesas 80 vendunudyy Wegueladweununai 2 uay
ANZNITUNS LAYINN13RTI9TUgNABIATUNIUSEUTBEUE

12. 29HUIUUIENN
5,000,000 U (s’mmﬁgad%ﬁm)

13. A1UsU

o

Avredesdsaununsluimualudyy) vindswsunuifuniinnmue §31999¢An
Ausuduseiuludniiesay 0.1 (Audyanil) veayarnudya wissdlisindy 100 vm

a

14. avaNS

14.1 lunsdliyaranisusnnandrmislidniiFendelay Irdinsasiindeaninie
Avsimaiieafugunsaisneqlulasanise uas/vde Software fildus funedasdniunisieaaiolsf
nsnandne vemaidenfestandnszivdululneussfredonduddrszaidomouasaldde
$199) FRnTurimun

14.2 Yoyas1897u LBNda1T HANTIATIER wazAnwnmuedldlunisdarilasannsi 34
Q’GuwLﬂui{ﬁ'}Lﬁumiu,azaj"ﬂmmmmﬁmmwﬁ sgandunssudnivetesdinisadedudi Muiifidweu
waervnearlitouteyasne iy na1s Kan1sIAsIEn LLazﬁﬂmmué’mmwimﬁwﬁuﬂm mnlilasu
anuBueuduaiednueldnusann sadnsadsdudn Je59uds Source  Code/Configuration 71kt
audunslnuasRnITASIdUAT

15. @nuidsuay

BIANMIARIAUAT 563 Q.UUNYT 7.UNNTLAD B.LIBIUUNYT 2.UUNYT 11000

55/ & ; Wﬁ‘//)d@f/



91}

A1ARUIN 1.
LAURINISIY U89S UULATDUUESEUNAYDY DAF.

PO Internet
1s® 2921 L ggg’g
OGN |
Sopbos XG210 s @

Tiske 4506 Cisca Catalyst 2960

Cites T9ROX PWO Intranet s

313

Floot 108
Cisco L509-F

Fioor 124 {™

Cisca 4506

tloor1Ba-33A {0

LLB\ Flootaa
FloorBa §
Flootia 2
Floorea

Flootha

Floorsa §

tink Decription

[ ———! | ]
Fibtr #bx

FloorIa

Floor2a

Trane By Y Teaarg 1w o £
‘ F?WG [ } THAEBE PWC ’

THEES
Network Diagram

Crco Catalyss 37506
Ll Intesray

Tisrrs Catagat 37506

o

)
T <
Flewon
Fan A%
PREIID
]
Fibar Optic Cat0 WE-DE0SE

| Fiewai-Swe
ophos X3218

PG Dats Center OPS Data Center

Link Decription

L s B4

g txt

PwWo
g

D7/09/66

o PWO Network Digram

wrenmendiiuss

Commvsr

g

{ *ose

5 F o A
I




AANUIN V.

®m

598n1159UNI0IATRY LU aAa. agluvias Data Center, luufaziuves ona. , AGIEUAN

1 5UYS UasAdedu 2 1ugTysae

:8

819U Uszunm i U UM QBN
1 Fosres T 1 gunsalinsevnglnilulasenis
2 Firewall ; gunsalinseviglnilulasanis
3 Switch Cisco Catalyst 4506 2 Data Center
a4 Router Cisco ISR 2921 1 Data Center
5 Access Switch Cisco Catalyst 2960 2 Data Center
6 Access Switch Cisco Catalyst 2960G 25 212
7 Access Switch Cisco Catalyst 3750G 2 AR 1, 2
8 Access Point Cisco Aironet 1142 9 u 3-10
39 44




LUU UN.o®

ANSILEAIINRUIUUSEUNUNLASUINETT WAL S8 aZLDEAAN L8
N153AYININNALYIUNDES

- Folpsens.. lassmsdnmaunsalinsetiedeansan (Core Switch) wargunsaidesiuesode....
AouLABS (Firewall...........

. AUREURNYBIASINTS...... @unwmAluladfE aIAN1SARIAUA. ..........
. MERUIUYSEINUNASUIRESS. ... €,000,000..... UM (FALUINEIU)
 AUPMRUASIAINaTe (51A191989) ‘Yuﬁ—wﬂﬂl@&bd ......

L’?JULEU’i’JiJﬂ’l"‘L?ﬁqJJaﬂ"ILﬂN.“. & loor,mo@.and.... U (A UABIEUNNYIUWUANUE1LS 8N FUFUIN
AUAUNEN1IA)

PRTR VATV TSI Gl Y) IS

. UWEeTiNTeIsIAINaTs (51A181959)

&0 lUutauasa V3o Suwesiuduuva ndsa Jadu $1in
&lo lulauasan usem dumadu 911

&a Tulaue1IA1 V3T 1Al n3U 1in

¢ luauasnan Usom lo-v3 duluniin wesia 31in

- meFef3uRinveufmuasiainans
5.0 WIERYYRNAIY @1Tn0IULN
oo 1MFeunT A5l Srugaa
oo WNANDAYT ASUALA

b.& WNaMguue lauda

o.& 1itfoun’ v1n3 Auaud




